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With the growing application of Global Navigation Satellite Systems
(GNSS), ensuring the security of these systems has become a critical
priority. Among the various threats targeting GNSS, spoofing attacks
pose the greatest danger, as they exploit the inability of GPS receivers
to distinguish between authentic and spoofed signals. This
vulnerability can lead to incorrect navigation equation solutions,
ultimately resulting in erroneous position estimations. Due to the lack
of a universal method for detecting spoofing attacks, various
approaches have been proposed, tailored to specific requirements.
One prominent category involves the use of unsupervised machine
learning clustering algorithms. While density-based clustering
algorithms have demonstrated promising performance, their
effectiveness is often limited by a strong dependence on input
parameters. In this study, spoofing signals are detected using the
HDBSCAN algorithm, a hierarchical density-based clustering
approach. The algorithm distinguishes spoofing signals by analyzing
signal phase, cross-correlation norm, and the power differential
between spoofed and genuine signals. The algorithm's performance
is assessed using the Silhouette index, Dunn index, and Confusion
Matrix metrics. Field tests validated the proposed algorithm, which
was implemented on a software-defined receiver. The results
demonstrated a spoofing signal detection accuracy of 98.43%.
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Table 1. Scenario specifications and detector performance at the onset and offset of the spoofing signal

Parameters
. 4 Simulated GPS LA oTmTETeE:
Senario Receiver Spoofin Detection Time
No. Motion State Frep uenc;ge s (ms) after
q Spoofing Entry
1 Stationary L1=1/575 GHz 335
2 Mobile L1=1/575 GHz 224

3| swiory | 7RO 262

. L1=1/575 GHz
4 Mobile L2=1/227 GHz 281

. L1=1/575 GHz
5 Mobile L2=1/227 GHz 249

6 Stationary ié: }g;; ggg 24

7 Stationary L1=1/575 GHz 361
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Fig. 7. Street map of the GPS spoofing attack scenario defined at Iran University of Science and Technology (IUST)
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Table 2. Quantitative comparison of the proposed algorithm
with existing spoofing detection algorithms

Algoritm Parameter
Accuracy Dunn
HDBSCAN 0/9841 0/2661
OPTICS 0/9398 0/6009
GMM 0/9903 0/4571
DBSCAN [5] 0/9947 0/8592

Y Bylad 4 Byg3 VF40 Ju/ VoA

wlad (g)lid 5 pole

2 e b lie a0y g o)y (e Jopd (o p sl

oS o 03zl 535 (¥+) 5 (VA)Lady, ) HDBSCAN 434,50

Precisionypgscan =

False alarmypgscan =

pMel o yd g (wyd B> o y> HDBSCAN 4,651 (gl oS
Niwd Lo yd VAV 5 AAVEY ol i @ bale jlain

P9 Sy a3l eon 3y90 (sl v s b (o3l wi s annlie — Y Jg

TP+FP
FpP

TN+FP

TP % yee = ZAA/¥Y

X Ve =70 /08

Table 3. Comparison of the proposed algorithm with the discussed algorithms in terms of real-time capability
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Table 4. Comparison of the key features between the proposed method and existing GPS spoofing detection methods
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